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1 Discussion
Removes “Editor's note:	It is FFS whether the solution can support insertion of a more local UPF based on DNS requests from the UE”
2 Proposal
[bookmark: _Hlk513714389]It is proposed to update TR 23.748 as follows
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This solution is based on following principles:
-	The solution supports the different EAS and application deployment described in KI 1 (e.g. the EAS and/or the App may be owned/operated by the MNO or by a third party);
-	The solution assumes no impact on the Application itself; and
-	The solution is transparent to the UE: the UE issues plain DNS requests targeting the FQDN of the Application and receives the corresponding IP addressing information; The UE neither needs to know whether the Application is to be reached "locally" or "centrally" (and does not need to know pure network aspects such as DNAI) nor needs to know EAS and/ or Application ownership aspects (e.g. the EAS is owned by the MNO or by a third party);
-	the solution supports following models: Distributed Anchor Point, Session Breakout and Multiple PDU sessions. The solution applies regardless of whether the DNS server is contacted via the unique PSA of the PDU session or via a local PSA of the PDU Session (Session Breakout model).
Many Authoritative (DNS) Name servers today return different responses based on the perceived topological location of the user. They determine the address to return to the DNS client based on
-	IP addressing information about the client: this may correspond to the source IP address of the DNS request or to the edns-client-subnet (ECS) EDNS0 option described in RFC 7871 [7] "Client Subnet in DNS Queries" [X], and
-	topological information about the different (e.g. EAS) servers that support the FQDN (or shorter domain) targeted by the DNS request.
The solution is described assuming the Authoritative (DNS) Nameserver may be operated by a 3rd party (so an entity distinct from the MNO) who for the target domain of a DNS request may also operate the corresponding different (e.g. EAS) servers.
The goal is to provide the Authoritative (DNS) Nameserver with addressing information about the initiator (the UE) of the DNS request that refers to an IP address / prefix related to where the UE is currently located and not with the IP address / Prefix of the UE.
The Authoritative (DNS) Nameserver may get such addressing information:
-	in the source address of the DNS request: this may correspond to:
-	NAT enforcement at the local UPF or to;
-	usage of a local Prefix as Source Prefix for DNS traffic issued by a UE that supports IPV6 multi-homing.
-	in an edns-client-subnet (ECS) also called DNS IP subnet option (RFC 7681) added by a local resolver:
-	this local DNS resolver may be involved by the local UPF upon control of the SMF; or
-	this local DNS resolver may be involved due to a DNS server configuration option sent by the SMF to the UE within a Router Advertisement (in this case the DNS requests from the UE directly target the local DNS resolver).
When secured DNS (DoT) is supported on the DNN, the entity (stand-alone DNS resolver in case 2a/2b of clause 6.4.2 or DNS forwarder co-located within UPF in case 2c of clause 6.4.2) adding an edns-client-subnet (ECS) DNS IP subnet option (per RFC 7681) in DNS requests from the UE shall terminate the TLS interface with the UE. This entity may also have local policies to remove an edns-client-subnet (ECS) DNS IP subnet option (per RFC 7681) that the UE would have provided. 
For deployments where the local DNS resolver / DNS forwarder is reachable by an anycast address, it is not needed to update the UE with the DNS server address (and security parameters when DoT applies) when ULCL or IPV6 BP insertion/change happens. Otherwise the SMF may need to update the UE according to the most local DNS resolver / DNS forwarder.
NOTE: 	The most local DNS resolver (and the proper authoritative server) are not always reachable via the most local PSA (see also Figure 6.4.2-4).
There is no need to configure the DNS resolver or the DNS forwarder with whether a local N6 interface of the PDU Session allows to contact an EAS serving the FQDN target of a DNS request (such request may not relate to Edge Computing services). The authoritative server simply ignores an edns-client-subnet (ECS) DNS IP subnet option that does not correspond to any configuration for the target FQDN.
The solution describes the Pre-established ULCL/Local PSA insertion and does not currently address the dynamic insertion of a more local UPF based on DNS interactions with the UE. 

Editor's note:	It is FFS whether the solution can support insertion of a more local UPF based on DNS interactions with requests from the UE. It could support UPF notifications to the SMF about DNS responses referring to some IP address ranges IF the DNS exchanges are sent in clear or if the UPF terminates TLS exchanges with the UE related with DoT; 
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6.4.2	Procedures
The solution differentiates following phases:
-	Configuration phase run once per PDU Session or once when a local UPF (UL CL / BP) is inserted:
	The solution does not address how PDU Session(s) used by the UE are established but assumes such PDU has been established.
-	Execution phase run each time a UE issues a DNS request targeting the FQDN of an App.
Configuration phase:
00.	The SMF keeps track of the DNS server address sent to the UE at PDU Session establishment or when UL CL / BP is inserted (e.g. in PCO or via DHCP).
0.	The SMF configures the most local UPF(s) serving the PDU Session with:
-	a PDR identifying the traffic targeting the DNS server(s) whose address(es) have been provided to the UE;
-	(at the UPF acting as PSA) a FAR that may ask the UPF to carry out one of following actions:
-	Tunnel DNS requests from the UE towards the address of a local DNS resolver (N6 tunnelling as defined in TS 23.501 [2] clause 5.6.7);
-	NAT the DNS requests from the UE in order that the source address of the request refers to the local PSA and not to the UE IP address / Prefix and/or to. The solution does not assume that UPF NATing is controlled over N4. UPF NATing corresponds to local policies in the UPF that are related to the network instance.
-	apply a local DNS forwarder that is to add a DNS IP subnet option.
	The UPF that is/are configured as above may e.g. be:
-	in the case of Distributed Anchor Point or of Multiple PDU sessions: the PSA of the PDU Session;
-	in the case of Session Breakout: a UPF acting as UL CL for the PDR mentioned above and a UPF acting as local PSA for the FAR mentioned above.
NOTE 1:	The most local UPF(s) serving the PDU Session corresponds to the unique PSA in case of distributed anchor or multiple PDU Session and to the most local UL CL and PSA in case of Session Breakout.
0.	The DNS server address may correspond to an anycast address that corresponds to a local DNS resolver;
(UE that supports IPV6) The SMF may also configures the UE with a new DNS server address corresponding to a local DNS resolver via an unsolicited Router Advertisement. 



Execution phase:
1	The UE issues a DNS request targeting the FQDN of an App (service.example.com in the figures). The DA of this request is the most recent DNS server address sent by the 5GC (SMF) to the UE. The PDU Session in which to send the DNS request is controlled by URSP rules. The DA of the DNS request is the DNS server address of this PDU Session configured by the 5GC (SMF) to the UE. If the UE uses IPv6, the DA of the DNS request is the most recent DNS server address associated with this PDU Session sent via unsolicited Router Advertisement.
2a	The UPF based on the N4 session configuration received from SMF in step 0, forwards the request after having NATed it (e.g. UPF invoking NAT per local policies related with the network instance). This allows to reach a possibly remote DNS resolver with a source address identifying the UE location. In case IPV6 multi-homing is supported on the PDU Session, this is replaced by the SMF sending to the UE rules per RFC 4191 to use as source prefix the UE Prefix associated with the local traffic offload.
2b	The UPF acting as PSA based on the N4 session configuration received from SMF in step 0, forwards (via N6 tunnels) the request to a (local) DNS resolver.
NOTE 2:	This forwarding does not change the inner destination address within the tunnel i.e. it does not change the address of the DNS server as set by the UE.
[bookmark: _Hlk29278982]2c	The UPF based on the N4 session configuration received from SMF in step 0, processes the request in a co-located DNS forwarder and then forwards the request to a DNS resolver. The co-located DNS forwarder uses a locally configured value to populate the edns-client-subnet option.
NOTE 3:	The UPF in steps 2a, 2b and 2c above can correspond to a local PSA associated with an UL CL or can be the "central" (unique) UPF in case no traffic offload takes place for the PDU Session. In the case of distributed anchor, NAT or tunnelling is not needed as the IP address of the UE identifies where the UE is located. The solution nevertheless works with the DNS resolver using the actual UE address.
NOTE 4:	Other IP forwarding techniques than tunnelling are possible in case 2b (e.g. the DNS server address provided to the UE is an anycast address).
NOTE 5:	When the UPF in steps 2a, 2b and 2c above corresponds to a local PSA associated with an UL CL, it is FFS whether and how this solution supports the scenario where the edge computing hosting environment has no connectivity with the central data network.
3	The local resolver adds a preconfigured addressing information in an edns-client-subnet (ECS) EDNS0 option (RFC 7871 [7]):
-	in deployments along case 2a) the local resolver uses the source address (or Prefix) of the DNS request to populate the edns-client-subnet option;
-	in deployments along case 2b) the local resolver uses a locally configured value to populate the edns-client-subnet option.
4	the Authoritative DNS Server can use the EDNS Client Subnet option to provide an answer depending on where the UE is located. The UE location may not be the only parameter taken into account as the authoritative server may consider other aspects such as the relative capacity and (over)load of the EAS etc. The policies of the Authoritative DNS Server may thus be configured by an application provider that may be the MNO or may be a third party with which the MNO has an agreement.
[bookmark: _MON_1639582716][image: ]
NOTE6:	The NAT may be co-located with a local PSA or may be located on N6 between the PSA and the DNS resolver.
Figure 6.4.2-1: DNS handling with UL CL and NAT


[bookmark: _MON_1639583963][bookmark: _Hlk29193688][image: ]
NOTE7:	The UPF applying tunnelling in Figure 6.4.2-2 is a (local) PSA.
Figure 6.4.2-21: DNS handling with UL CL and no NAT but a local DNS resolver




Figure 6.4.2-31: DNS handling with an integrated DNS forwarder
The DNS handling with a DNS forwarder integrated in the UPF may be leveraged in the case where a very local EAS is deployed in a site with no DNS capability i.e. in a site closer to the UE than the site where DNS resolvers are deployed. This is depicted in following Figure 6.4.2-4



Figure 6.4.2-4: Deployment with an EAS more local than the DNS Resolver
[bookmark: _Toc31192345][bookmark: _Toc31192505][bookmark: _Toc31192996][bookmark: _Toc31616175][bookmark: _Toc31616243][bookmark: _Toc31616319][bookmark: _Toc31616395][bookmark: _Toc31616471]In the deployment of the Figure 6.4.2-4, the SMF when it has inserted the very local UPF0 can control over N4 (via modified FAR) the DNS forwarder in UPF1 to add a edns-client-subnet option indicating UE presence over the local N6 supported by UPF0 (with an IP address / Prefix referring to the local N6 interface of the UPF0).
6.4.3	Impacts on Existing Nodes and Functionality
-	for the Authoritative DNS Server: use the EDNS Client Subnet option to provide an answer that may depend on the UE location.
-	for the local DNS resolver: adds a preconfigured addressing information in an edns-client-subnet (ECS) EDNS0 option that is determined:
-	in deployments along case 2a) using the source address (or Prefix) of the incoming DNS request;
-	in deployments along case 2b) unconditionaly using a locally configured value.
-	for SMF and UPF: using existing Rel-16 mechanisms for traffic NATing / tunelling over N6. If Anycast addresses for the DNS Resolver are not used, the SMF may need to update the UE according to the most local DNS resolver 
-	for the option 2c (local DNS forwarder): UPF to support a local DNS forwarder that can add an edns-client-subnet (ECS) EDNS0 option based on N4 requests from the SMF (using modified FAR).
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